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• The Counter-Terrorism and Security Act 

2015, came into force on 1 July, puts a 

statutory duty on schools to "prevent people 

from being drawn into terrorism"

• It specifies: "Being drawn into terrorism 

includes not just violent extremism but also 

non-violent extremism, which can create an 

atmosphere conducive to terrorism and can 

popularise views which terrorists exploit"



Extremism is defined as:

Vocal or active opposition to fundamental 

British values, including democracy, the rule 

of law, individual liberty and mutual respect 

and tolerance of different faiths and beliefs. 

We also include in our definition of extremism 

calls for the death of members of our armed 

forces

para 7 Prevent guidance 



1. Consideration of the global phenomenon of social media 

and highly advanced use by extremist groups , including far 

right and hateful content 

2.The Risks posed to children in their online world 

(Ofsted E-safety Content, Contact and Conduct) 

http://www.telegraph.co.uk/technology/11204744/Why

-terrorists-and-far-Right-extremists-will-always-be-

early-adopters.html





http://www.computerworld.com/article/3005494/social-media/social-

media-lights-up-in-grief-and-rage-over-paris-attacks.html







Double UK funding to fight cybercrime to 

£1.9bn over five years.





http://www.bbc.co.uk/newsbeat/article/34854738/anony

mous-wants-you-to-try-hacking-islamic-state-sites---

heres-why-you-probably-shouldnt



http://www.theguardian.com/world/2015/nov/14

/paris-attacks-european-leaders-link-terror-

threats-to-immigration

http://www.huffingtonpost.co.uk/2015/11/21/far-

right-parties-poised-to-exploit-post-paris-attack-

fears_n_8612308.html?1448127801



Graham Lowe from Lancashire Council 



Extreme Content – Violent and Hateful 



What is the impact of atrocity videos becoming normalised 

and available online and in the media?  

(Parents report 3 year olds accidently viewing beheading 

videos on youtube)

Extreme Content and Atrocity Videos





BBC mistakes ‘Halo’ logo for U.N. Security Council



‘Assassins Creed’ image mistakenly used in Syria news 

story on Danish TV



London Animator creates joke flag





• How did you find out about the Paris 

attacks on Friday 13th

• What have your pupils said about the 

attacks

• How did you find out about 9/11

Where were you

How much did you know



#parisshooting #parisshooting video

#parisattack 

Trending on Social Media instantly  

#tunisia #tunisa attack 

video 



http://www.abc.net.au/news/2014-09-19/malet-our-new-

era-of-crowdsourced-terrorism/5754818

“Atrocity videos also draw curious viewers who can 

then be contacted and ultimately persuaded to 

become foreign fighters”

Crowd Sourced Terrorism 

Australian Police Arrest 15 Extremists Over a Plot to 

Behead “Random Members of the Public”

Thursday, September 18, 2014





When arrested, counter terrorism 

police found a cache of extremist 

documents, magazines and videos

on his phones and home computer 

in Manor Park, east London. 

He had Googled terms including 

'what is the best jihad', 'suicide 

bomber' and 'how big was 7/7 

explosion', as well as looking up the 

potential blast range of different 

bombs.

He had also researched Anjem 

Choudhary, Rigby killer Michael 

Adebolajo, and former Guantanamo 

Bay detainee Moazzam Begg.



The youngsters had been buying chemicals, pipes and 

fuses online to make viable devices based on a recipe 

in the “Anarchists Cookbook”, Newcastle Crown Court 

heard.

In online conversations, they discussed going on a 

drug-fuelled rampage, killing families in their homes, 

making a beheading video and ending their days as 

wanted men.

They also referenced Lee Rigby, the soldier murdered 

by two Islamist fanatics and Raoul Moat, who shot 

himself in 2010 after going on a gun rampage in 

Northumbria.



“Muslim radical who attacked New York 

cops 'spent months visiting jihadist 

websites” 







#parisshooting #parisshooting video

#parisattack 

#KillAllMuslims

#JeSuisCharlie 

#JeSuisKouachi

Guardian Newspaper Summary 

Trending on Social Media instantly  

https://www.4chan.org

http://www.reddit.com

https://www.facebook.com/video.php?v=10153015720391323&set=vb.10513336322&type=2&theater
https://www.4chan.org/
http://www.reddit.com/


http://www.theguardian.com/world/2014/sep/24/isis-twitter-

youtube-message-social-media-jihadi

“Isis in duel with Twitter and YouTube to spread 

extremist propaganda”

“Piggybacking on Popular hashtags”

#worldcup #iphone6 #MUFC #tomandjerry 

#peppapig 

#andymurray #scotland #referendum 

Hashtag# piggyback …





Commentators referred to  

“Them and Us”











Sydney siege hashtag #illridewithyou and its 

opponents #iwontridewithyou

@QueeniesSoapbox @TRobinsonNewEra



I’m a Muslim with a beard. What’s so scary about 

that?  Guardian Oct 29 

Watch Pharrell - Happy British Muslims! #HAPPYDAY

https://www.youtube.com/watch?v=gVDIXqILqSM

Response 

https://www.youtube.com/watch?v=2bcwOJvpyJA

People stare. 

Sometimes, on the 

tube, they cross the 

carriage to create a 

space between us

https://www.youtube.com/watch?v=gVDIXqILqSM
https://www.youtube.com/watch?v=2bcwOJvpyJA








Challenging your ‘friends’

Dear zzz
I'm writing a private message because I noticed you 
liked a post from 'Britain First' with a photo if zzzz 
and I didn't know if you knew anything about them. 
They have a huge number of followers and appear 
on face value to be a patriotic group. They are in 
fact a very right wing extremist group and they use 
their Facebook 'shares' to reach new audiences. 



They posted a photo of a starving dog in 2014 with a 
link to donate to a charity to help, when in fact the 
money was going straight into their organisation; they 
pulled a similar stunt with a poppy appeal. Some 
members were in the BNP but considered it too 
moderate. Britain First advocates taking direct violent 
action against all Muslims in the UK.
I would hate you, to be linked with them, even if only 
in a FB post.



Britain First is a BNP 

splinter group

The largest and fastest 

growing UK political page 

on Facebook

The image to  is one of their 

most popular fundraising 

campaigns ever (shared 

791,234 times). 







Election 2015 



“I’m voting UKIP to keep all the foreigners 

out” Primary school boy meets Tristan Hunt 



Facebook introduce warnings over videos 

stating their contents might "shock, offend 

and upset" if viewed.

Auto streaming remains Instagram and other platforms



Isis videos 'excite' group's 

supporters

• Evidence from the Twitter, Facebook, Ask.fm and Instagram accounts 

of 450 foreign fighters in Syria and Iraq and others who follow them 

suggests the filmed murders and speeches attacking Washington and 

London appear to have made Isis's cause more glamorous to 

extremists abroad, according to the International Centre for the Study 

of Radicalisation (ICSR) at King's College London.

• http://www.theguardian.com/world/2014/sep/14/isis-videos-excite-

groups-supporters-david-haines-syria

• http://www.theguardian.com/commentisfree/2014/sep/03/isis-

beheading-videos-propaganda-working

http://www.theguardian.com/world/2014/sep/14/isis-videos-excite-groups-supporters-david-haines-syria
http://www.theguardian.com/commentisfree/2014/sep/03/isis-beheading-videos-propaganda-working


Contact – Grooming 



Luton 



http://www.theguardian.com/world/2014/sep/06/briti

sh-women-married-to-jihad-isis-syria

“Social media  accounts used to encourage other 

women to join them in Syria”

Melanie Smith from King’s College International Centre for the 

Study of Radicalisation has been tracking through their social media 

accounts 21 British women who have joined Isis

“I have literally no money to come [to Syria], and I can’t take out 

loans … because I’m too young is there any way you can help?” 

The reply from the self-styled jihadists is swift: “Message 

us privately.”

The Halane twins, Manchester

Trawling through the online lives of the women and girls  who have joined the 

extremist group can feel like reading a web version of the satirical film, Four 

Lions – in which home-grown suicide bombers bungle various terrorism 

missions.



“Yusra is a star pupil … all have 

concluded she must have been 

radicalised – via the internet”

Friend says Yusra's family noticed she 

was on phone and computer a lot.

Sara Khan from Inspire

“major role of social media, internet” in 

connecting bright, inquisitive young 

people in the UK with extremists”

http://www.wewillinspire.com/the-

british-women-married-to-jihad-

guardian

Yusra - Bristol

http://www.wewillinspire.com/the-british-women-married-to-jihad-guardian


http://www.bbc.co.uk/programmes/b05qq4c0

Aqsa Mahmood (Umm Layth's) online world

Aqsa Mahmood - Glasgow 

“Follow the examples of your brothers from Woolwich, 

Texas and Boston,” she tweeted. “‘If you cannot make it to 

the battlefield, then bring the battlefield to yourself.”





• Britain on terror alert: Special forces 

on streets of London as experts warn 

ISIS is using PlayStation 4 network to 

recruit and plan attacks because it's 

'more secure than WhatsApp‘

• http://www.dailymail.co.uk/news/article-3319279/Britain-terror-

alert-Special-forces-streets-London-security-experts-warn-ISIS-

using-secure-cyber-caliphate-plan-attacks.html



http://www.huffingtonpost.co.uk/2014/09/02/the-

british-jihadi-janes-who-have-left-to-fight-with-islamic-

state_n_5752804.html

Example posts and use of social media by young girls 

http://www.standard.co.uk/lifestyle/london-

life/internet-brides-of-jihad-how-islamic-state-is-

using-social-media-to-lure-young-british-women-to-

syria-9846143.html

“Accounts of Jihadi brides are full of 

hope and naive romanticism.”



The Sun Newspaper's ‘Unite against Isis’ 

and risks to school girls online"

• “A social media movement may seem irrelevant to some but 

consider the brides being recruited online and how important the 

web is …….” 



Channel 4 News 

http://www.dailymail.co.uk/news/article-

2964421/Brainwashed-bedrooms-

British-schoolgirl-jihadi-brides-fled-Syria-join-

ISIS-following-70-extremists-Twitter-

accounts-internet-giant-refused-

axe.html#ixzz3Shff2pkR

“Teenage 'jihadi brides' were ruthlessly groomed online”

“Twitter accused of allowing them to be 'brainwashed in their 

bedrooms”

“One of the girls was 'following' more than 70 known extremists on 

the site”

Bethnal Green

https://www.youtube.com/watch?v=0_d7QVHjhfY
http://www.dailymail.co.uk/news/article-2964421/Brainwashed-bedrooms-British-schoolgirl-jihadi-brides-fled-Syria-join-ISIS-following-70-extremists-Twitter-accounts-internet-giant-refused-axe.html#ixzz3Shff2pkR
http://www.dailymail.co.uk/news/article-2964421/Brainwashed-bedrooms-British-schoolgirl-jihadi-brides-fled-Syria-join-ISIS-following-70-extremists-Twitter-accounts-internet-giant-refused-axe.html#ixzz3Shff2pkR


http://www.telegraph.co.uk/women/womens-

life/11120869/Muslim-women-Forget-radicalisation-in-mosques-

Sheikh-Google-is-the-real-threat-to-young-Muslims.html

Sheikh Google



Married at NINE – ISIS Manifesto 

ISIS manifesto aimed at recruiting women 

ISIS report details life of extreme oppression faced by women 

joining ISIS 

Women are forced into life of cooking, cleaning and 

childbearing for jihadis

Adult men to marry girls aged nine 

all 'pure' females should be married by 16

Beauty salons and shops selling fashionable clothing are also 

condemned as satanic



“Portsmouth under strain after death of fourth (young 

man aged 19)  jihadi from city”

http://www.theguardian.com/uk-

news/2014/oct/26/portsmouth-jihadi-city-mehdi-

hassan

“At Friday prayer, we have advised 

people not to go to Syria, and said 

this is not jihad,” Jalil said. “I ask 

myself why these boys working in 

normal jobs would go there. I think 

they must have been influenced 

by the internet. 



http://www.theguardian.com/uk-

news/2014/oct/26/portsmouth-jihadis-isis-islamic-state

“The Pompey jihadis: how did one English city 

produce six young fighters for Isis?”

The feeling among some is that Hampshire’s 

cohort of fighters has nothing to do with 

Portsmouth. Instead they point out how they are 

radicalised online, often through Isis’s skilled use 

of social media. “It happens in their bedrooms, 

no one can reach them,” says Thakur, 

mimicking manic typing on the bonnet of a 

parked car. 



http://www.dailymail.co.uk/news/article-2807574/Ex-

private-schoolboy-19-fourth-Portsmouth-jihadist-die-

fighting-ISIS-family-say-wanted-return-home-months-

scared-happen-him.html

Abu Abdullah was behind an Ask.Fm travel guide for 

would-be jihadists that formed part of an attempt to recruit 

young Britons to Iraq and Syria.

One user asked him: 'I havent any traveling and i'm 

underage but what do you mean with no worries about 

money. honestly I don't know how to change money into 

tukish or syrian money. How does it work? I can't ask my 

parents or they will now [sic]'.

http://www.dailymail.co.uk/news/article-2807574/Ex-private-schoolboy-19-fourth-Portsmouth-jihadist-die-fighting-ISIS-family-say-wanted-return-home-months-scared-happen-him.html


Cardiff South constituency is the home of alleged ISIS fighters 

Nasser Muthana (20) Reyaad Khan (20) and Aseel Muthana 

(17) who appeared in an online video filmed in Syria

radicalisation of the young fighters had been due to “individuals coming in”

[to the constituency] and “proactively grooming these young people” and 

to “their exposure to on-line material well away from the gaze of local 

community leaders, imams and their families”.

Stephen Doughty (Labour and 

Co-operative MP for Cardiff South and

Penarth) 



Islamic State – Prolific use of Social Media

• At least 28,000 Twitter accounts supporting the 

Islamic State, since the beheading of American 

journalist James Foley, according to NBC News.

• Islamic State moves to other social networks after 

Twitter clampdown  - Diaspora

• http://www.theguardian.com/technology/2014/aug/

21/islamic-state-isis-social-media-diaspora-twitter-

clampdown

http://www.nbcnews.com/storyline/isis-terror/28-000-pro-isis-twitter-accounts-created-james-foley-murder-n195401
http://www.theguardian.com/technology/2014/aug/21/islamic-state-isis-social-media-diaspora-twitter-clampdown


Islamic State – Prolific use of Social Media

• At least 28,000 Twitter accounts supporting the 

Islamic State, since the beheading of American 

journalist James Foley, according to NBC News.

• Islamic State moves to other social networks after 

Twitter clampdown  - Diaspora

• http://www.theguardian.com/technology/2014/aug/

21/islamic-state-isis-social-media-diaspora-twitter-

clampdown

90,000

http://www.nbcnews.com/storyline/isis-terror/28-000-pro-isis-twitter-accounts-created-james-foley-murder-n195401
http://www.theguardian.com/technology/2014/aug/21/islamic-state-isis-social-media-diaspora-twitter-clampdown


Sara Khan tells the Guardian that younger women 

may rebel against cultural practices using religion to 

challenge their parents’ strictures on everything from 

arranged marriages to education. This can be 

problematic if they choose ultra-conservative sources 

as their guide. Such ultra-conservatism has gained 

ground recently while mainstream interpretations have 

been drowned out. “There is a feeling that the more 

hardline your interpretation, the more authentic it is, 

and that’s not the case at all — it’s just not true of 

Islamic law.”



Grooming 
process

Sexual 
abuse

Child Sexual 
exploitation

Domestic 
Violence

Physical 
and 

emotional 
abuse

Radicalisation

Gang 
membership



Anti propaganda

Counter narrative

Report







A graphic from a police guide for school staff showing possible indicators of 
‘radicalisation’. [SOURCE: ACPO]



A graphic from a police guide for school staff showing possible indicators of 
‘radicalisation’. [SOURCE: ACPO]

SEND



• Pay attention

• Ask questions 

• Stay involved



Report it ….



Follow your in-setting 

safeguarding and child protection 

processes

Report to your designated child 

protection lead



Each setting should have an 

identified lead - SPOC single point of 

contact – could be a named member 

of the CP team - to liaise with your 

local prevent officer



Find contacts for 

• Local area Prevent co-ordinator

• MASH
(Multi-agency safegaudring hub)

• LADO 
(Local Authority Designated Officer)







101 and 999



Support, 

guidance, 

advice ….











• Onlinesafety.lgfl.net

• Or for links and a huge amount 

of extra content

digitallyconfident.org


